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Celebrating 50+ Years in Cybersecurity
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We cultivate trust by advancing
cybersecurity & privacy
standards & guidelines,

technology, & measurement
science. m
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NIST Small Business
Cybersecurity Corner Website

Hollings Manufacturing
Extension Partnership (MEP)

NIST Small Business Innovation
Research (SBIR) Program

Additional Resources



NIST Small Business Cybersecurity Corner
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Your secure business is just around the corner.

N g NATIONAL INSTITUTE OF
U5 DEPARTMENT OF GOMMERGE www.nist.gov/itl/smallbusinesscyber



Cybersecurity Basics

SMALL BUSINESS CYBERSECURITY CORNER

Cybersecurity Basics

NIST Cybersecurity
Framework
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Cybersecurity Framework Case Studies
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FRAMEWORK

https://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics
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Understand that cyber threats are a business risk, and
having strong cybersecurity is a competitive advantage.

Enable multi-factor authentication on all accounts that
offer it.

Require strong passwords and consider using a password

manager.
Change default manufacturer passwords.
Install and maintain updated antivirus software.

Update and patch all software when new versions are
available.

Learn how to protect your business from phishing.

Train employees on basic cybersecurity hygiene.



https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/multi-factor-authentication
https://www.cisa.gov/secure-our-world/require-strong-passwords
https://www.nist.gov/blogs/cybersecurity-insights/cybersecurity-awareness-month-2023-blog-series-updating-software
https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/phishing
https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/employee-awareness

NIST Cybersecurity Framework (CSF) INIST | i

CSF Introductory Resources

* NIST’s Cybersecurity Framework
Quick Start Guide

 MEP’s Cybersecurity Framework CYBERSECURITY

\ )

Steps for Small Manufacturers FRAMEWORK /

* FTC’s Understanding the NIST
Cybersecurity Framework

www.hist.gov/itl/smallbusinesscyber/planning-guides/nist-cybersecurity-framework



https://csrc.nist.gov/Projects/cybersecurity-framework/nist-cybersecurity-framework-a-quick-start-guide
https://csrc.nist.gov/Projects/cybersecurity-framework/nist-cybersecurity-framework-a-quick-start-guide
https://www.nist.gov/document/2018cybersecurityframeworkoverviewpdf
https://www.nist.gov/document/2018cybersecurityframeworkoverviewpdf
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/nist-framework
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/nist-framework
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/nist-framework
http://www.nist.gov/itl/smallbusinesscyber/planning-guides/nist-cybersecurity-framework
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Multi-Factor
Phishing Authentication Ransomware

Protecting Your Small Business: Ph... Protecting Your Small Business: M... Protecting Your Small-Business: Ra...
- = > e -
> &l ) <
Protectin | Business: Protectin I Business: Protectil Business:
Phishing Multi-Factor Authentication Ransomware
See the Phishing companion PDF here. See the Multi-Factor Authentication See the Ransomware companion PDF
companion PDF here. here.

You've Been Phished

The NIST Privacy

F k :
ramewor Short videos that
The NIST Privacy Framework 1
AL A e also mglude a
companion PDF

You've Been Phished

NIST research has uncovered one reason,

and the findings could help ClOs mount a
better defense.


http://www.nist.gov/itl/smallbusinesscyber/videos

Small Business Case Studies
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A Business Trip to South America Goes South - L

SCENARIO:
AN0-person consulting firm sent a small feam to South America to complete a client project. During their
stay, an employes used a business debit card at a local ATM. A month after returning to the US, the firm
received overdraft notices from their bank. They identified frauvdulent withdrawals of 513,000, all
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SMALL BUSINESS CYBERSECURITY CASE STUDY SERIES

ERSECURITY
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Hotel CEO Finds Unwelcome Guests in Email Account

SCENARIO:

The CED of a boutique hotel realized their buziness had become the victim of wire fraud when the
bookkesper began to receive insufficient fund notifications for regularly recurring bills. A review of the

accounting recerds
a link in an email the
credentials, the cybs
business and persot

ATTACK:

Social engineering,
A phishing attock & o form o
froman authanfic source, su

you fo open a malicious affa

RESPOMNSE:
The hotel's cash res
hotel also contache:

IMPACT:
The business lest §1

SMALL BUSINESS CYBERSECURITY CASE STUDY
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Stolen Hospital Laptop Causes Heartburn

SCENARIO:
A health care system executive left their work-issued laptop, which hod access fo over 40,000 medical
records, in a locked car while running an errand. The car was broken inte, and the loptop stolen.

ATTACK:
Phiysical theft of an unencrypted device.
Encrypfion is tha process of scrambiing readebls faxt so it can only be read by the person wha has #he decrypiion key. If creafes an odded layer of secunfy

forr sersiive informafion

RESPOMNSE:
The employes immediately reported the theft to the police and to the health care system’s IT department
who disabled the laptop's remote access and began monitoring activity. The laptop was equipped with

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

1-page case studies, each
including:
Brief scenario
Impact to business
Lessons learned
Discussion questions
Related resources
More to come!

case-stud

ov/itl/smallbusinesscyber


http://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics/case-study-series
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Over 7,000 individuals have already joined the full COI!
The NIST

Sma " BUSl ness Convening companies, trade associations, and others who can share business

- insights, expertise, challenges, and perspectives to guide our work and assist
CO mmun Ity Of NIST to better meet the cybersecurity needs of small businesses.
Interest (COI)

Learn More Here: https://www.nist.gov/itl/smallbusinesscyber


https://www.nist.gov/itl/smallbusinesscyber/get-engaged

Manufacturing Extension Partnershlp (I\/IEP) NIST

MANUFACTURING
N|S|' EXTENSION

PARTNERSHIP

Providing any U.S.
manufacturer with
access to resources they
need to succeed.

https://www.nist.gov/mep

© Edrl Zubkoff



https://www.nist.gov/mep

Additional Manufacturing Resources NIST
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NIST Cybersecurity
Framework

Events
Guidance by Sector

Health Sector

Manufacturing Sector

Guidance by Topic ' - This infographic highlights cybersec
Training

Videos

Get Engaged
Cybersecurity @ NIST

ersecurity
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, NIS r \ ersecuri ramework (CSF) implementation details developed for the

. for manufacturers that is a

guidance on

/ulnerabilities on a shop floor.

. small manufacturers to self-

Controlled Uncla d Information (CUI) who must meet the Defense Federal Acguisition Regulation Supplement (DFAR). DFAR

https://www.nist.gov/itl/smallbusinesscyber/health-sector/manufacturing-sector



Upcoming

ABOUT NIST MEP

MEP MATIONAL
HETWORK

EXECUTIVE ORDER 14005

Webinar /O (e

SUPPLIER SCOUTING

Cybersecurity Resources for

Small to Medium-Sized Manufacturers foneic ions i oo
A Fireside Chat with the NIST Manufacturing Extension Partnership (MEP) ¢

INFOGRAPHICS

MANUFACTURIN
2:00 PM -2:45 PM ET e
MANUFACTURING DAY
MANUFACTURING
INNOVATION BLOG
CONTACTUS

.ﬂl a2 May 2, 2024
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https://www.nist.gov/itl/smallbusinesscyber/events



https://www.nist.gov/itl/smallbusinesscyber/events
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SBIR Program goals:

NIST’s SBIR program is grant-based, and awards
1. To increase private sector commercialization of are cooperative agreements.

innovations derived from federal R&D;

NIST issues an annual Notice of Funding

2. To use small business to meet federal research and Opportunity (NOFO) for SBIR Phase | proposals.
development (R&D) needs;

Science and technology-based firms with strong

and the NOFO are encouraged to participate.

4. To foster and encourage participation by minority and Phase Il awards are limited to small businesses
disadvantaged persons in technological innovation. that have successfully completed Phase | projects.



https://www.nist.gov/tpo/small-business-innovation-research-program-sbir
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Attend our events: https://www.nist.gov/itl/smallbusinesscyber/events

Become an active participant in one of our COI sub-groups:
https://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe

Send gquestions, comments, project ideas or request a speaker for your
event: smallbizsecurity@nist.gov

Submit comments on our publications:
csrc.nist.gov/publications/drafts-open-for-comment

Become a collaborator on an NCCoE project:
https://www.nccoe.nist.gov/seeking-collaborators



https://www.nist.gov/itl/smallbusinesscyber/events
https://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe
mailto:smallbizsecurity@nist.gov
https://csrc.nist.gov/publications/drafts-open-for-comment
https://www.nccoe.nist.gov/seeking-collaborators
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Questions?

https://www.nist.gov/itl/smallbusinesscyber

smallbizsecurity@nist.gov




	Overview of NIST Small Business Resources
	Celebrating 50+ Years
	Agenda
	NIST Small Business Cybersecurity Corner
	Cybersecurity Basics
	NIST Cybersecurity Framework (CSF)
	Guidance by Topic
	Short Videos
	Small Business Case Studies
	The NIST�Small Business Community of Interest (COI)
	Manufacturing Extension Partnership (MEP)
	Additional Manufacturing Resources
	Slide Number 13
	NIST SBIR Program
	Engage with NIST
	Slide Number 16

