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We cultivate trust by advancing 
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standards & guidelines, 
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• NIST Small Business 
Cybersecurity Corner Website

• Hollings Manufacturing 
Extension Partnership (MEP)

• NIST Small Business Innovation 
Research (SBIR) Program

• Additional Resources

Agenda



NIST Small Business Cybersecurity Corner



Cybersecurity Basics
• Understand that cyber threats are a business risk, and 

having strong cybersecurity is a competitive advantage.

• Enable multi-factor authentication on all accounts that 
offer it.

• Require strong passwords and consider using a password 
manager.

• Change default manufacturer passwords.

• Install and maintain updated antivirus software.

• Update and patch all software when new versions are 
available.

• Learn how to protect your business from phishing.

• Train employees on basic cybersecurity hygiene.

https://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics

https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/multi-factor-authentication
https://www.cisa.gov/secure-our-world/require-strong-passwords
https://www.nist.gov/blogs/cybersecurity-insights/cybersecurity-awareness-month-2023-blog-series-updating-software
https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/phishing
https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/employee-awareness


NIST Cybersecurity Framework (CSF)

• NIST’s Cybersecurity Framework 
Quick Start Guide

• MEP’s Cybersecurity Framework 
Steps for Small Manufacturers

• FTC’s Understanding the NIST 
Cybersecurity Framework

www.nist.gov/itl/smallbusinesscyber/planning-guides/nist-cybersecurity-framework 

CSF Introductory Resources

https://csrc.nist.gov/Projects/cybersecurity-framework/nist-cybersecurity-framework-a-quick-start-guide
https://csrc.nist.gov/Projects/cybersecurity-framework/nist-cybersecurity-framework-a-quick-start-guide
https://www.nist.gov/document/2018cybersecurityframeworkoverviewpdf
https://www.nist.gov/document/2018cybersecurityframeworkoverviewpdf
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/nist-framework
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/nist-framework
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/nist-framework
http://www.nist.gov/itl/smallbusinesscyber/planning-guides/nist-cybersecurity-framework


Guidance by Topic
 All-Purpose Guides  Phishing

 Choosing A Service 
Provider

 Privacy

 Cloud Security  Protecting Against 
Scams

 Cybersecurity 
Insurance

 Ransomware

 Government 
Contractor 
Requirements

 Responding to a Cyber 
Incident

 Developing Secure 
Products

 Securing Data and 
Devices

 Employee Awareness  Securing Network 
Connections

 Multi-Factor 
Authentication

 Telework



Short Videos

www.nist.gov/itl/smallbusinesscyber/videos 

Short videos that 
also include a 

companion PDF 
handout.

http://www.nist.gov/itl/smallbusinesscyber/videos


Small Business Case Studies

1-page case studies, each 
including:

• Brief scenario
• Impact to business
• Lessons learned
• Discussion questions
• Related resources

More to come! 

nist.gov/itl/smallbusinesscyber/cybersecurity-basics/case-study-series 

http://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics/case-study-series


The NIST
Small Business 
Community of 
Interest (COI)

Convening companies, trade associations, and others who can share business 
insights, expertise, challenges, and perspectives to guide our work and assist 
NIST to better meet the cybersecurity needs of small businesses.

Over 7,000 individuals have already joined the full COI!

Learn More Here: https://www.nist.gov/itl/smallbusinesscyber/get-engaged 

https://www.nist.gov/itl/smallbusinesscyber/get-engaged


Providing any U.S. 
manufacturer with 
access to resources they 
need to succeed.

© Earl Zubkoff

Manufacturing Extension Partnership (MEP)

https://www.nist.gov/mep 

https://www.nist.gov/mep


Additional Manufacturing Resources

https://www.nist.gov/itl/smallbusinesscyber/health-sector/manufacturing-sector



https://www.nist.gov/itl/smallbusinesscyber/events

https://www.nist.gov/itl/smallbusinesscyber/events


NIST SBIR Program

https://www.nist.gov/tpo/small-business-innovation-research-program-sbir

SBIR Program goals:

1. To increase private sector commercialization of 
innovations derived from federal R&D;

2. To use small business to meet federal research and 
development (R&D) needs;

3. To stimulate small business innovation in technology; 
and

4. To foster and encourage participation by minority and 
disadvantaged persons in technological innovation.

• NIST’s SBIR program is grant-based, and awards 
are cooperative agreements.

• NIST issues an annual Notice of Funding 
Opportunity (NOFO) for SBIR Phase I proposals.

• Science and technology-based firms with strong 
research capabilities in any of the areas listed in 
the NOFO are encouraged to participate. 

• Phase II awards are limited to small businesses 
that have successfully completed Phase I projects.  

https://www.nist.gov/tpo/small-business-innovation-research-program-sbir


Engage with NIST

Attend our events: https://www.nist.gov/itl/smallbusinesscyber/events

Become an active participant in one of our COI sub-groups:
https://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe

Send questions, comments, project ideas or request a speaker for your 
event: smallbizsecurity@nist.gov

Submit comments on our publications: 
csrc.nist.gov/publications/drafts-open-for-comment

Become a collaborator on an NCCoE project:
https://www.nccoe.nist.gov/seeking-collaborators

https://www.nist.gov/itl/smallbusinesscyber/events
https://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe
mailto:smallbizsecurity@nist.gov
https://csrc.nist.gov/publications/drafts-open-for-comment
https://www.nccoe.nist.gov/seeking-collaborators


https://www.nist.gov/itl/smallbusinesscyber

smallbizsecurity@nist.gov

Questions? 
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